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Understanding what's important®



Agenda

Understanding new Internet risks and fraud trends

Understanding crimeware like Zeus and how it works

How to help your clients protect their businesses

Review business fraud protection and risk reduction
checklist

Discuss some fraud risks and solutions

Questions & Answers
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Disclaimer

« This presentation is intended for information
purposes

« Clients should contact their Information Technology
provider to determine the best way to safeguard the
security of their computers and networks

 Clients should familiarize themselves with their
institution’s account agreement and understand
their liability for fraud as ACH and Wire transactions
are regulated under the Uniform Commercial Code.
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Drawing Some Relevant Correlations
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Drawing Some Relevant Correlations

Threat detected!

Fle name:
C\Turkey\Troad\Dardanus\Troy\WoodenHorse exe

Threat nome:  Trojan Horse full of Soldiers
Detected outside of walls

1 Remove threat as Cassandra

[ Burn I [Le! Hoese% [Ignore I
Hde detads

Process name ClAchaean\Mycenae\Agamemnon exe
Process ID 1184
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Trends: Internet Fraud Waves

1st Attack Wave: Internet Merchant Databases

Began:  Mid 1990s.
Target:  Attack Internet merchant payment databases.
Security: Inadequate merchant security with no security standards.

2"d Attack Wave: Magnetic-stripe Data

Began: Early 2000s — continuing.

Target:  Attack stores of magnetic-stripe data.

Security: PCl initiated; stores of magnetic-stripe data eliminated.
Counter-offensive: Attackers place own sniffers to collect magnetic-stripe data.

3rd Attack Wave: Consumer-entered Data

Began: Mid 2000s — evolving.

Target: PCs key-logged as consumers enter financial data.

Security: Countering Trojans targeting consumer PCs increasing difficult.
Problems: Expands beyond payment cards to engulf other financial industries.
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Fraudsters Continue to Target Consumers

« Symantec indentified more than 90,000 unique versions
of the Zeus/Zbot trojan crimeware in 2009 alone

* There were more than 25 million new strains of
malware (crimeware) created in 2009

* In Q2 2010, the total number of PCs infected with some
form of crimeware was 9,215,692

« Payments services continues to be most targeted sector
by fraudsters in 2009 and Q1 and Q2 of 2010

Sources: :

— April 2010 Internet Threat Report
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http://www.pcworld.com/article/186037/25_million_strains_of_malware_identified_in_2009.html
http://www.apwg.org/
http://www.symantec.com/

Fraudsters

The fraud is carried out when the “fraudster” creates
another user account from the stolen credentials or
directly initiates a funds transfer masquerading as the
legitimate user. These transfers have occurred through
ACH or Wire that are directed to the bank accounts of
willing or unwitting individuals often within a couple days
or even hours.

1Keystroke logging (often called keylogging) is the practice of noting
(or logging) the keys struck on a keyboard, typically in a covert
manner so that the person using the keyboard is unaware that
their actions are being monitored.
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How the Fraud Works

« Business’ PC is the weak link in the security chain
* Fraudsters recruit “money mules” to move funds

« Hackers secretly record keystrokes on PC and In
some cases relay to fraudsters in real-time

* Once credentials are compromised, hackers use
stolen authentication data to perform unauthorized
transactions

« Current version of crimeware may be able to defeat
some traditional anti-virus and firewalls
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Crimeware Infections by the Numbers

11

Desktop Crimeware Infections 2nd Quarter 2010

Downloaders
8.37%

Banking
Trojans /
Password

Stealers

17.58%
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Crimeware Infection - Spear Phishing

20d e ersage O UG U

Froes: JS\:indsunnc-utDONN[atoouu‘uuuwuqnn)
To: Seve Krsch

<o

Subect:  Subooena n case #5755 YOM

AD S Ree 1L Btpoers # 2 Tiwd Cone

€0 Sty,,

PN
>

» Issved by the
UNITED STATES DISTRICT COURT

Issved %20: Steve Xirasch

Pzecpel Sofzwaze Corpozazico SUBPOENA IN A CIVIL CASE
402-571=-86300

Case sumdber: 28-755-YCH
Vaited States Disctrict Couczt

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District Court
at the place, date, and time specifiied below.
Place: United States» Courthouse Date and Time: May 7,20028

2280 Front Street 92:00 a.n. P33T

San Diego, California %2102

Room: GCrand Juzvy Roos
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Fake Anti-Virus Scam

.' My ot vy

AOress 9mm - ')

System Tasks

a View system rformaton

To help protect your computer, Windows Web Secunty

L)W“mmm '\"/ have dotected Trojans and ready to remove them
G\‘.hmam

Detected spyware snd sdwere on your computer:  Fename:
Other Places @ Wiz Pykspar FortData.fdd ~
& My Natvecrk Places Q TrojanSpyeye ot L2 sys
I © wiz.naeprosy conelpé s
Ao 9 Trajansenkpetch D deshtop.ni
I Thared Ducuments @ Trojanvundolgens d3ds.d o
O control Panet B B >
e
Spyware 15 software, wich can gather information from user’s computer
- throught Irkermet connaction and send thems to its creater . Gather
7 information can be passwonds, e-mad adresses and ol that dats, which i © WARNING =
mportant for you.
Name Type Theoat lovel
9 wazpykspaF Vrus Fagh
o Trojan Spyecye Vrus Medum
9 waz.Daprosy Veus Critic ol
9 TrojanBankpatchD Vieus ~edirn
J Trojan.Vundolgens Veus Criticad
Recommend: Clok “Start Protecton”™ button 1o erase al theaats Srart Protechon
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Drive by Download — BlackHat SEO

The Eeijing Olympic Games Wallpaper - Fres Sports Desktop Wallpapers @
Aug 18, 2006 ... Three Concepts Have Been Adopted For The Begjing Olympic Games,
Namalv Thna Graan Clymipics, The High-Tech Olympics. ..

W sea o - -=1is - wedltS Wallpapers - Lached - camular

Olympic Wallpapers - Free Sports Deskiop Wallpapers @
Aug 14, 2003 ... The Olympic Games (Often Referred To Simply As The Olympics Or The
Zames ) ls An International Mult-Sport Event

WA fancre == =y Bpons Wallpapers - Cached - Similar
[ Show more resulis from wess flash-screen com

Summer Olympics Photos, Olympic History Wallpapers, Download ... @
Sea photos of historncal moments at the Olympic Summer Games and download free deskiop

wallpapers from Mational Geographic.
photagraphy. nationalgeographic. com/. . felympics-history-gallery. html - Cached - Similar

Yancower 200 Winter Ohympic Wallpapers - The Fetiton Site ]

The Wancouver 2010 , Winter Olympics games will be held in YWancouver from Feb 12-28, 2010
Games in this. ..
v thepetiionsite. com. . francouwver-2010-winter-alympic-wallpapers - Cached

Olympic Games Wallpapers ©
Clympic Games section al myWallpapers showing you wallpapers, images, news and
nformations which vou can 5E1I.I|!:I an your computer desktop.

W - "+ mames.php - Cached - Srmalar

x..#—--..._._#‘.. "‘M“Mm"-‘“‘r# _.,.-.-.-.—..;._-_...-—-l
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“Crimeware Data Harvesting”
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Bank Account Logons
(Logon, Security Questions)

$Management Logons
(Logon, Security Questions)

| |

r1 |

Payment Card Data
(Card #, CVV2, Expire Date)
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Understanding Crimeware?

« Crimeware is a highly-sophisticated piece of
software built to perform mass credential and
Information theft

« Crimeware can act like a virus, but has advanced
features: trojan horse, keystroke logging, remote
control, screen capture, instant messaging.

« Machine infected with Crimeware is “owned” by
fraudsters and can be used to steal customer log-on
and account information and any data on system.

« Zeus, Clampi, Gozi, Spynet: - Fast-growing family of
crimeware in use today by organized crime rings
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How Fraud with Zeus Crimeware Works

« Client PC is infected with crimeware by either e-maill
or web browsing vector

* Fraudsters recruit “money mules” to move stolen
funds via work at home scams

« Hackers use Zeus to record keystrokes
(usernames/passwords) on victim PC and gather
stolen information to logon on as the victim

« Using stolen credentials, hackers perform
unauthorized transactions and send funds to mules

* Mules withdraw funds and send to “company” they
are working for, keeping portion for service.
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Corporate Account Takeover Fraud
How the Fraud Works

1. Malware coder writes malicious
software to exploit a computer
vulnerability and installs a trojan

Malware coder

@
Hacker £
i . Compromised
2. Victim infected = 99 3. Banking 4. Hacker 5. Remote  Proxy
. . argete i
with credential- vi?:tim c'redentlals o 7 retrieves R cass o
stealing malware siphoned ompromised  hanking -
collection server . . 4. 4o compromise
computer
l 6. Hacker logs into victim’s online bank account
7. Money 8. Money
- transferred transferred from
Victim bank  to mule U mule to organizers Frauditent
Money mules company
Wiy il Criminals come in
At many forms:

Victims are both transfer stolen Mal\z/are i

financial Y money for criminals, = :

lnstltutnons.and shaving a small « Malware exploiters

owners of infected

percentage for
themselves.
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Full-Service Money Mule Website

¢/ LynononLine

*»HI _og out

search.

Best Performance Agent Preparation

DIVISION MANAGER
Lance S, Tummer

Agent Prep

TEAM LEADER OF
THE QUARTER
Shelly D. Daniels

AGENT OF THE Modification
QUARTER

Jessica L. Howard

P el | 1174159

Agent Preparation consists of a video that will assist you with your upcoming order. Above
Online Support Notifier vou will see the Agent Preparation video. Be sure te “Pause™ the video when necessary and

listen to it as many times as you need to. If yvou ars not able to view the above video in vour
Private Messages o

browser. please notify Management via the Check-In form on the webaite.
no new

Support Mailbox
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Agent Appreciation

We take great pride in

s | acknowledging and

hanaring cur agents

. - with the recognition
they deserve. This

process motivates juntor ag

e
ents to excel

in the same mannet

Staff Notice

aay J
theirteam members are present at

meetings

Agent Notice

All Seniar Agents

L5

interestedin the
upcoming Teamleader
pasition should be sure
to get with thelr Division
Manager to submit th
TLA
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How to Help Your Clients Protect Their Businesses

Ensure internal staff is aware of the best practices in
the industry — provide your client’'s with M&T's
“Payment Fraud and Risk Management” Handout
that will be posted to the VSCPA'’s website

« Be aware what your banking sites normally look like
* Run up-to-date Anti-Virus/Spyware

 Run up-to-date host based firewall software

« Patch third-party software — Adobe, Java, Quicktime

« Activate a “pop-up” blocker on Internet browsers to
help prevent web-based intrusions
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How to Help Your Clients Protect Their
Businesses, Con't.

Review your credit report/banking transactions regularly

Use various ACH and Check Payment Filter and/or Block
services

Limit staff Administrative access to privileges on the PC
and bank products used to conduct transactional activity

Use a stand-alone PC for banking transactions

Add Dual Administration for information reporting to
reduce internal fraud with better control over user
permissions

If you accept credit/debit card payments, become and
remain compliant with Payment Card Industry standards
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Business Fraud Prevention & Risk
Reduction Checklist

Customer Fraud Prevention and Risk Reduction Checklist

Paper
O H Train accounting employees and staff to understand the risk of payment fraud and the steps they can take to
H reduce fraud
H Separate financial and administrative duties - ensure the staff who make check, ACH and other payments are
H not the same people who reconcile bank accounts and confirm accurate payments

H Implement policies and restrictions for establishing new bank accounts, check signing, ACH and wire

H authorizations; use dual review/authorization where possible

H check while it is waiting for postal pickup

H Create a policy for handling check fraud - notify the Bank, close the account, destroy old check stock, notify

H unpaid payees, issue new checks, perform periodic audits to ensure no further fraud has occurred

H Secure check stock, deposit slips, bank statements, cancelled checks and other types of payment identification
H so unauthorized personnel cannot access account number information

H Review daily balances and checks clearing through your bank’s information reporting tools, reconcile your

H check disbursements and deposits when you receive your bank statement

|
|
|
|
|
|
| H Mail checks from the post office and not from a location where others would have the opportunity to steal a
|
|
|
|
|
|
|
| H m Avoid using a rubber stamp for check signatures as the stamps are easily stolen or copied

|

|

O H |Z| Never publish the signature of your authorized check signer on the Internet or in your annual report
l
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Fraud Risks and Solutions

Liability for Payment Fraud
 Uniform Commercial Code (UCC) for Checks

— The laws governing who takes the loss for check fraud are
complex and liability will often depend on the factual context in
which the check fraud arose. As such, a client cannot assume
Its bank or some other party will ultimately be responsible for the
loss

— Clients are required by both applicable law and their account
agreement with their bank to examine their bank statements and
to provide prompt notification of any fraudulent payments

— Failure to examine bank statements and promptly report
fraudulent activity may greatly increase a customer’s exposure to
potential losses

« NACHA Rules for ACH

— Clients that fail to closely monitor and report suspected
fraudulent activity on their accounts are at risk of sustaining

,3  financial losses XY M&T Bank




Fraud Risks and Solutions

Business Best Practices

« Check Fraud — You should utilize bank Positive Pay products that
allow you to verify and confirm checks as they are being presented
against your client’s account. This can...

— assure only correct suppliers, payroll, taxes, etc. payments are
made

— Help avoid losses and lost administrative time resulting from the
payment of a fraudulent check. Why not try to reduce the risk
that you will sustain a loss of $5,000 or $50,000 or $500,000
due to a fraudulent check?

« ACH Fraud — You should verify and confirm questionable ACH
debits that are presented against your accounts

— Receivers of corporate ACH debits should report unauthorized
ACH debits as soon as possible

— 48 hours
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Fraud Risks and Solutions

Protection Solutions

25

Payee Positive Pay Reporting — Allows you to review a daily report of any
“suspicious checks” and make an educated ‘Pay’ or ‘No Pay’ decision

Check Block — Automatically returns ALL checks presented against your
account

ACH Debit Review Reject Report — With ACH Debit Review Level Il, you can
identify unauthorized rejected ACH debits

ACH Debit Reporting — You can monitor ACH debits on the Previous Day
Detail Reporting so that you can identify any unauthorized debits quickly

ACH UPIC Protection — A unique number assigned to a commercial checking
account that “masks” the true bank account information for protection. You can

distribute the UPIC payment information to vendors and other parties that make

ACH payments to your account

Dynamic (Secondary) Approvals — With Positive Pay service, you may require
two users to approve final payment of suspect items; with ACH payment
origination service, you can require up to five users to approve each ACH
transaction
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Contact Information

Carl L. Hairston
Regional Manager, Capital Region
202.434.7026

Rich Sobonya
Relationship Manager, Capital Region
703.519.2880
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Q&A Period
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http://browsercheck.qualys.com/
http://browsercheck.qualys.com/
http://browsercheck.qualys.com/
http://browsercheck.qualys.com/
http://browsercheck.qualys.com/
http://www.ic3.gov/

